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Abstract: In wireless sensor networks (WSN), data packets being sent over wireless 

environments could get corrupted or compromised due to channel noises or malicious 

attacks. Using traditional full encryption to secure the transmitted data is costly and even 

not practical for WSN due to the inherent resource-constrained nature of sensor nodes. 

Selective encryption (SE) that encrypts part of the data can greatly reduce the 

computational overhead for huge volumes of data in low-power networks. Encrypted data 

is more sensitive to transmission errors; therefore, additional error correction capability is 

required to efficiently recover the lost/erroneous encrypted information. In this paper, we 

propose a new Selective Hybrid Cipher-based mechanism, which integrates AES-based 

SE and Forward Error Correction codes to achieve both secure and reliable data 

transmission in WSN. Performance of the proposed mechanism is evaluated using 

simulations, and is compared with that of the traditional SE-based and full encryption-

based mechanisms. 

 

Keywords: Advanced Encryption Standard (AES), Reed-Solomon codes, reliability, 
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1.   Introduction 

      In wireless sensor networks (WSN), data packets being sent over wireless channels 

could get corrupted and/or compromised due to environmental noises or malicious attacks. 

Using traditional full encryption to secure the transmitted data is costly and even not 

practical for WSN because sensor nodes are severely resource constrained in terms of 

power, memory, and computational and communication capabilities. Selective encryption 

(SE) has traditionally been used in the application of huge volumes of multimedia data 

such as image files and video stream, where only a portion of the image content is 

encrypted while adequate security can be achieved [1-3]. Using SE can greatly reduce the 

computational overhead for huge volumes of multimedia data in low-power networks. 

One problem with transmitting encrypted data is it is more sensitive to transmission errors 

due to the avalanche effect [4] of cryptographically strong block ciphers. In block ciphers, 

a single bit error in the encrypted data can cause a decryption failure of the whole data [5, 

6]. Therefore, additional error correction capability is required to efficiently recover the 

lost/erroneous encrypted information to save the retransmission overhead. Forward error 

correction (FEC) [7] codes have traditionally been used to achieve reliable data 

transmission in computer and communication networks. Reed-Solomon (RS) [8] codes are 

one of the most widely used FEC codes due to their simplicity and high performance [9]. 

In this paper, we propose a new cipher called Selective Hybrid Cipher (SHC), which 
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integrates the Advanced Encryption Standard (AES)-based SE and RS codes to achieve 

simultaneously secure and reliable data transmission in WSN. The use of SHC enables 

WSN to sustain its data transmission despite some malicious attacks and/or failures. As 

we show through simulations, the SHC mechanism involves less computational overhead, 

delay, and energy consumption than the traditional full encryption mechanisms. In 

addition, with the incorporation of RS codes, reliability of data being transmitted in WSN 

can be improved.   

The remainder of the paper is organized as follows. Section 2 reviews basics of the 

AES algorithm and the Reed-Solomon codes. Section 3 presents the proposed new cipher 

that integrates the selective AES and RS codes to provide simultaneous security and 

reliability for WSN. Section 4 provides a performance evaluation of the proposed 

mechanism in terms of computational delay and energy consumption. Lastly, Section 5 

gives conclusions as well as our future work.  

2.   Background 

      In this section, we review the basics of the AES algorithm and RS codes that are used 

in the proposed SHC-based data transmission mechanism. 

2.1 AES 

      AES [10] is a round-based symmetric block cipher adopted from Rijndael [11] 

algorithm. It processes a 128-bit data block using a cipher key of 128, 192, or 256 bits. 

Except the last round, each round during the encryption process involves a sequence of 

four cryptographic primitive functions (SubBytes, ShiftRows, MixColumns and 

AddRoundKey), as shown in Figure 1 (a). The final round does not include the 

MixColumn operation. Round functions used in the encryption process can be inverted 

and are implemented in the reverse order to produce decryption process, as shown in 

Figure 1 (b). The round functions used in the decryption process are AddRoundKey, 

InvSubBytes, InvShiftRows and InvMixColumns. 
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Figure 1: The AES Algorithm [12] 

2.2 Reed-Solomon Codes 

      RS codes [8] are linear separable FEC codes that process a fixed-size block of 

message symbols at a time. Typically we use RS(n, k) to denote a RS code with n-symbol 
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codeword and k-symbol original data block. The value of (n-k) determines the loss 

recovery capability of the code. In particular, a RS decoder can correct up to t = (n-k)/2 

symbol errors, and up to 2t erasures (given the position of a symbol error is known). For 

the latter case, the RS decoder can reconstruct the original data when any k out of n 

symbols in the codeword have been received. Thus, RS codes are suitable for correcting 

burst errors occurring during the transmission.  

RS(n, k) codes operate over a finite field called Galois Fields GF(p
m
),  where p is a 

prime number and typically chosen as 2 in computer and communication applications, m 

is a positive integer, and n is upper bounded by pm-1. GF(28) is an important field because 

it allows arithmetic operations to be performed on single bytes. In the proposed SHC 

cipher, we use RS(6,4) code over GF(28).  Compared with other error control codes used 

in WSN (like CRC and Hamming code), RS codes involve less redundancy, and thus 

consume less energy because less information is transmitted, and the data transmission is 

the most energy intensive activity performed by sensor nodes. Also, RS codes are more 

flexible, and have stronger error-correcting capability than the above mentioned codes. 

The energy consumed for RS encoding and decoding processes is reasonable as compared 

to the total energy that can be provided by a sensor node, which is typically powered by 

two AA batteries [13-18].  

3.   Proposed SHC-based Data Transmission Mechanism 

A new cipher called Selective Hybrid Cipher (SHC) for survivable (i.e. both reliable and 

secure) data transmission in WSN is presented in this section. 

3.1 Overview of the SHC Cipher 

SHC is a joint cryptographic and RS coding mechanism to provide simultaneous security 

and reliability of data transmission in WSN. Selective encryption based on AES is used in 

SHC to provide the needed security while reducing the computational overhead. As 

mentioned in the Introduction, the encrypted data is more sensitive to transmission errors 

than the original data because a single bit error occurring in the encrypted data can cause a 

complete decryption failure. Therefore, to improve the reliability of the encrypted data, in 

the proposed SHC, RS codes are applied to the encrypted data, which enables the receiver 

to recover the data despite some transmission errors or loss.  

More specifically, different from the original AES algorithm which converts a 128-bit 

(16 bytes) plaintext input to a 128-bit ciphertext output after 10 rounds of operation, the 

input plaintext of SHC cipher has length of 256 bits (32bytes) for the purpose of applying 

selective encryption and the output ciphertext of SHC has length of 384 bits due to the use 

of RS codes. During each round, a different set of 128 bits is randomly picked from 256 

bits for encryption. We assume that the randomness of the bit selection in each round 

provides further confusion, which can increase the security of the cipher and make it 

harder for the intruder to decrypt the cipher intuitively. A formal security analysis will be 

performed in our future work. After 10 rounds of encryption in SHC, the encrypted 256-

bit data, represented as a 4 × 8 matrix in the cipher state, is encoded by a shortened 

RS(6,4) code over GF(2
8
), which results in a final 384-bit (48 bytes) ciphertext 

represented as a 6 × 8 matrix. This 384-bit ciphertext is delivered to the destination via 

different paths in the network.  At the receiver, after receiving any 4 bytes in each column 

of the state, the receiver can recover the encrypted data. After SHC decryption which is an 

inverse process of the encryption, the original 256-bit data message can be produced. All 

the operations of SHC cipher are performed over GF(2
8
). Next we present details of the 

SHC cipher in subsection 3.2.  
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3.2 SHC Process 

SHC cipher is specified as a number of repetitions of transformation rounds that convert 

the input plaintext into the final output of ciphertext. Each round consists of six operation 

steps, including the four original AES transformations (SubBytes, ShiftRows, 

MixColumns, AddRoundKey), SE_Selection&Restore and RS_Coding transformation. 

Note that the MixColumns is not applied in the last round of the cipher, instead RS 

encoding is performed to produce the final ciphertext. The SE_Selection&Restore 

operation is performed in each round. Figure 2(a) illustrates the SHC encryption process. 

During the decryption process (Figure 2(b)), a set of reverse rounds are applied to 

transform ciphertext back into the original plaintext using the same encryption key.   
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(a) Encryption (b) Decryption 

Figure 2: The Proposed SHC 

The major operations involved in SHC are described as follows: 

• SubBytes: Same as in original AES, it is a non-linear byte substitution that operates 

independently on each byte of the state using a substitution table called S-box, where 

each byte of the state is replaced with another byte according to the S-box. This 

operation provides the non-linearity (confusion) in the cipher.  

• ShiftRows: It is a circular shifting on the rows of the state with different numbers of 

bytes (offsets). Specifically, the first row is not shifted; each of the other rows is 

shifted one, two and three bytes, respectively.  

• MixColumns: This transformation mixes the bytes in each column by the 

multiplication of the state with a fixed polynomial module x
4
 + 1.  

• AddRoundKey: In this transformation, a round key is added to the state by a simple 

bit-wise XOR operation; each round key is derived from the cipher key using a key 

schedule.  

• SE_Selection&Restore: It is a non-linear transformation, where selective encryption 

was performed in each round of SHC. It randomly selects 16 bytes from 32-byte 

message to make a new 4 × 4 state matrix to be encrypted in the next round of 
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encryption. After encryption, the encrypted 16-byte message will be re-installed to 

their original place in the 32-byte message.  Due to the random selection, the total 

numbers of encryption performed on different bytes are different.  

• RS_Coding: This is the last step of the SHC encryption process but the first step of 

the decryption process. In the transformation, the RS (6,4) encoding/decoding is 

performed on each column of the state. In the SHC encryption process, RS_Coding 

encodes the 4 × 8 matrix of the encrypted message to a 6 × 8 matrix of codeword. At 

the receiver side, when any four out of six bytes of the codeword in each column are 

received, the RS(6,4) decoding process starts to recover the encrypted message in the 

form of a 4 × 8 matrix. The generator matrix, G of RS(6,4) code used in the SHC 

cipher is based on Vandemonde matrix [19, 20] and is shown in (1). In (1), I is an 

identity matrix and P is a Vandermonde matrix. Obviously, any 4 × 4 submatrix of G 

is invertible and the inversion can be found and then used in the RS decoding in the 

SHC decryption process. For example, (2) shows a submatrix of (1) and (3) shows its 

inverse which is in the compact hexadecimal format.  
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4.   Performance Analysis 

To evaluate the performance of the proposed SHC cipher, it has been implemented using 

Matlab programs. The computational time delay and energy consumption of the cipher 

have been analyzed.  

4.1 Computational Time Delay 

In the simulation, the computational time delay of SHC cipher is compared with the AES 

full encryption and the traditional Selective Encryption on 256-bit input plaintext. All the 

ciphers have 10 rounds. Specifically, for the SHC cipher, the block size is 128 bits with 

the key size of 128 bits; the input of SHC is 256-bit plaintext, after 10-round encryption, 

the cipher produces 384-bit ciphertext. For the 256-bit AES full encryption (named 

AES256Full), the 256-bit input plaintext is divided into two parts with 128 bits each. The 

two 128-bit block data are  encrypted independently by the traditional AES cipher. After 

encryption, the AES256Full cipher produces 256-bit ciphertext. For traditional Selective 

Encryption (named AES256tradSE), the block size, key size and number of rounds are all 

the same as in traditional AES, except that the input of the cipher is 256-bit length of 

plaintext, and the output of the cipher is 256 bits with half encrypted ciphertext and half 

unencrypted original plaintext. The parameters used in the cipher are listed in Table 1. 
                      Table 1: Parameters of Cipher 

 SHC AES256Full AES256tradSE 

Plaintext (bit) 256 256 128*2 

Block size (bit) 128 128 128 

Key size (bit) 128 128 128 

Number of rounds 10 10 10 

Ciphertext (bit) 384 256 128*2 
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Figure 3: SHC Computational Overhead Figure 4: Comparison of Overhead 

Figure 3 shows the computational time delay caused by SHC encryption and 

decryption. Figure 4 presents the comparison of computational delay caused by the three 

ciphers, SHC, AES256Full and AES256tradSE. As compared with the full 256-bit AES 

encryption, SHC saves about 5.94% of computational time, while as compared with 

traditional selective encryption on the same length of 256-bit data block, the cost of SHC 

cipher is less than about 5.99%.  

4.2 Energy Consumption 

      In this section, we evaluate the energy consumption of sensor nodes for data 

processing and transmission, denoted by Ecomp and Etrans, respectively. Ecomp is defined as: 

Ecomp = V · I · T                                           (4) 

where V is the battery voltage of a sensor node, V  is typically 3.3 V for a two AA battery 

powered sensor node; I is the current draw of the microcontroller which is 8 mA when a 

sensor node is in active mode [21]; and T is the time duration of processing in seconds. 

The energy model for the radio transmission used in this work is based on [22]. To 

transmit one bit over distance d over a single hop, the energy consumption of 

transmission, Etrans, is defined as: 

Etrans = Etx-elec + Erx-elec + Єamp d
α    

                                   (5) 

where Etr-elec  and Etr-elec are transmitter electronics and receiver electronics, respectively, 

Єamp is transmit amplifier coefficient,  and α (2 ≤ α ≤ 5) is path loss exponent. Assume Etx-

elec = Erx-elec = Eelec, we have 

Etrans = 2Eelec + Єamp d
α
                                         (6) 

where Eelec is the energy utilized by transceiver electronic which is independent of the 

distance. Єamp d
α accounts for the radiated power necessary to transmit over distance d, 

Єamp is a constant given in Joule/(bits ×m
α
). In our simulation, we use a model where the 

radio dissipates Eelec = 50 nJ/bit to run the transmitter or receiver circuitry and Єamp = 100 

pJ/bit/m2 for the transmit amplifier to achieve acceptable
ob NE / , where Eb is the energy 

per bit and No is the spectral noise density.  We also assume that α is 2 for free space in 

the simulation and the distance from sender to receiver is 100 m.  

To transmit k-bit message, we have: 

Etrans = k (2Eelec + Єamp d
2)                                             (7) 

For the multi-hop transmission, we consider a simple linear network as shown in Figure 5, 

where the distance between the nodes is r. The energy expended in transmitting a k-bit 

message from a node located a distance nr from the base station can be defined as [22]: 

Etrans = k((2n - 1) Eelec +  Єamp nr
2
)                                      (8) 
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Figure 5: A Simple Linear Network 

The total energy consumption, E, is defined as: 

E = Etrans +  Ecomp                                                      (9) 

Based on the above described energy model, the simulation results of the 

computational and total energy consumption on a single-hop route are shown in Figure 

6(a) and (b), respectively. As compared with the full 256-bit AES encryption, SHC saves 

about 5.08% of energy, while as compared with traditional SE on the same length of 256-

bit data block, the total energy consumption cost of SHC cipher is about 5.9% more. Note 

that the size of the encrypted data message in SHC is the same as that of the AES-based 

full encryption but doubled as compared with the traditional SE. Therefore, SHC 

consumes more computational energy than the traditional SE does. In terms of 

transmission, SHC cipher transmits more bits (384 bits) than the AES-based full 

encryption and traditional SE do (256 bits). Thus, SHC consumes more energy during 

transmission than the traditional full and selective encryption do.  

0 20 40 60 80 100 120 140 160 180 200
0.021

0.022

0.023

0.024

0.025

0.026

0.027

0.028

runs

J

Computation energy consumption 

 

 

AES256tradSE

AES256Full

SHC

 
AES256tradSE AES256Full SHC

0

0.005

0.01

0.015

0.02

0.025

Cipher

J

Total energy consumption

 

 

 
(a) Computational Energy Consumption (b) Total Energy Consumption 

Figure 6: Simulation Results of Energy Consumption for Single-hop 

In wireless networks, it is often to route data along the network by making multiple 

hops over small distances instead of one big hop over a very long distance. Figure 7 

shows the total energy consumption over different numbers of hops (1-8) for the three 

different ciphers. Apparently, the energy consumption of the three ciphers increases as the 

number of hops increases. Table 2 presents savings of the proposed SHC in computation 

and energy as compared to the AES-based full encryption mechanism, and extra cost as 

compared to the AES-based SE. As the number of hops increases, the saving is decreasing 

and the extra cost is increasing. This is because that the proposed SHC must transmit more 

data bits over each hop for achieving fault-tolerance. Note that in the simulation, we 

assume that the encryption and decryption processes are only performed on two end 

nodes, not on intermediate nodes involved in the multi-hop route. Therefore the time 

delay and energy consumption induced by the data computation remain the same for 

different numbers of hops. 
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Figure 7: Energy Consumption for Multiple-hops 

 
Table 2: Saving and cost of SHC in Computation and Energy 

 AES256Full AES256tradSE 

Computational delay SHC save ~ 5.94 % SHC cost ~ 5.99 % 

1-hop SHC save ~ 5.08 % SHC cost ~ 5.9 % 

3-hop SHC save ~ 3.94 % SHC cost ~ 7.39 % 

6-hop SHC save ~ 2.11 % SHC cost ~ 8.66 % 

Energy 

consumption 

8-hop SHC save ~ 0.99 % SHC cost ~ 9.44 % 

5.   Conclusions and Future Work 

In this paper, we proposed a hybrid cipher called SHC, which integrates the ASE-based 

SE and RS codes to achieve survivable data transmission in WSN. Intuitively, due to the 

use of random selective encryption, the SHC can offer sufficient data security, but 

involving less computational and energy consumption overhead than the traditional full 

encryption mechanism; it can provide higher security than the traditional SE because the 

traditional SE only encrypts a fixed portion of the plaintext [23]. The reliability of data 

being transmitted in WSN is improved due to the incorporation of RS codes.  

In our future work, we will perform a rigorous security analysis of the proposed SHC 

mechanism in comparison to the traditional full and selective encryption mechanisms. We 

will also consider the optimal design of RS parameters. Another direction of our future 

work is to evaluate the performance of the SHC cipher using queuing models and 

experiments on real sensor nodes in a lab environment. 
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